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JOB DESCRIPTION
	Job Title
	Information Security Compliance Lead
	Department
	IT

	Reporting To
	Head of Cyber Security, IT Risk and Compliance
	Location
	Remote with occasional travel


Line Manager and Budgetary Responsibilities
Direct reports:		No
Indirect reports:	No
Budget managed:	No
Key working relationships
Internal: Head of Cyber Security, IT Risk and Compliance, Site and Service Leadership Teams, Corporate Managers, Digital and Technology teams, System Managers, Information Asset Owners, Information Asset Administrators, Group Information Security team
External: Certification bodies, regulatory authorities, auditors, external partners and suppliers
Job Purpose
The Information Security Compliance Lead supports the maintenance and continual improvement of the organisation's information security compliance framework, helping ensure alignment with the NHS Data Security and Protection Toolkit (DSPT), the NIST Cybersecurity Framework (CSF), and Group policy and standards, while also leading the organisation's progress towards Cyber Essentials Plus and ISO 27001 certification, and other applicable contractual, regulatory, and internal policy requirements. 
Maintaining this compliance is essential to protecting patient data, meeting contractual obligations with the NHS, and safeguarding the organisation's reputation.
The role is responsible for gathering, assessing, and reporting on the organisation's information security compliance risks and status, maintaining the compliance and risk register, and escalating findings through appropriate governance channels.
This is an assessment, assurance, and evidence-based role. Delivery of the underlying technical and remediation work sits with the relevant system and control owners across the organisation, not with this role directly.
The postholder works closely with the Head of Cyber Security, IT Risk and Compliance, escalating matters that require senior sign off or fall outside the scope of this role.


Key Responsibilities
· Leading the annual NHS DSPT submission, including evidence collection and reporting.
· Leading the organisation's progress towards ISO 27001 certification, including evidence gathering and audit coordination.
· Leading evidence gathering for Cyber Essentials Plus certification.
· Leading the organisation's alignment to the NIST Cybersecurity Framework, including ongoing maturity assessment and reporting.
· Monitoring compliance with company metrics, policies, and standards.
· Reviewing information security policies, standards, and procedures for currency and alignment with DSPT, Cyber Essentials Plus, ISO 27001, and NIST CSF, drafting updates for review and approval by the Head of Cyber Security, IT Risk and Compliance.
· Arranging delivery of information security training, awareness, and communication.
· Supporting information security risk management, including assessments and treatment plans.
· Supporting information security incident management and reporting.
· Supplier and project information security assurance.
· Supporting sites and business units with their information security compliance activities.
· Maintaining the compliance and risk register.
· Participating in information security meetings and workshops.
· Preparation of compliance, assurance, and risk reporting for Executive, Risk, and Audit governance forums.
· Coordination of responses to internal and external audit findings, including tracking remediation actions through to closure.
Key Accountabilities
This role is accountable for assessing, assuring, and evidencing the outcomes below. Delivery of the underlying technical work and remediation actions sits with the relevant system and control owners across the organisation.
· Annual DSPT submission led, evidenced, and delivered on time.
· ISO 27001 and Cyber Essentials Plus evidence gathered and validated ahead of initial certification.
· NIST CSF alignment maintained and improved, with maturity assessed and reported on an ongoing basis.
· Incident related compliance obligations assured and evidenced.
· Supplier and third party assurance reviews completed, with gaps reported for action.
· Compliance and risk register maintained, providing a current view of findings and actions.
· Policies, standards, and procedures kept current and aligned, with updates drafted for approval.
· Compliance, assurance, and risk information reported accurately to key governance forums.
· Audit findings actioned and resolved, with progress evidenced throughout.
Performance Indicators
· DSPT submission delivered on time and accepted without major non conformities.
· ISO 27001 and Cyber Essentials Plus evidence prepared and validated ahead of certification.
· NIST CSF alignment maintained, with maturity accurately assessed and reported.
· Compliance and risk register, and information security policies, kept accurate and current.
· Supplier assurance reviews and external audits completed to a high standard.
· Executive, Risk, and Audit governance reporting delivered on schedule.
· Audit findings remediated and closed within agreed timescales.



[bookmark: _Hlk176528259]Health, Safety and Security
Maintaining and promoting the health, safety and security of everyone in the organisation, or anyone who comes into contact with it, either directly or through the actions of the organisation.

· Follow organisational policies, procedures and risk assessments to keep self and others safe at work.
· Help keep a healthy, safe and secure workplace for everyone.
· Work in a way that reduces risks to health, safety and security.
· Know what to do in an emergency at work, knows how to get help and acts immediately to get help.
· Reports any issues at work that may put self or others at a health, safety or security risk.

[bookmark: _Hlk176528254]Safeguarding Including Prevent
All employees have a responsibility for the safeguarding of patients and service users within Elysium Healthcare.  Employees have a duty to attend the training provided by Elysium Healthcare regarding Safeguarding Adults, Safeguarding Children and Prevent. Employees must make themselves familiar with the types of abuse, the signs that abuse has taken place and the definition of a vulnerable adult. Employees will report all safeguarding incidents to their line manager and use the IRIS document to record all the required detailed information. 

It is the responsibility of every person to:
· Take appropriate action where concerns are identified
· Act in a way that safeguards the wellbeing and interests of all service users, employees and visitors.
· Ensuring the confidentiality, security and accuracy of data, information and compliance with regulatory guidelines and statutory requirements.
· Support the delivery of evidence-based service user care and treatment.  Ensuring that any relevant training is undertaken, and supervision is used appropriately.
 
Prevent is about supporting and protecting those people that might be susceptible to radicalisation, ensuring that individuals and communities have the resilience to resist violent extremism. Prevent aims to reduce the number of people becoming or supporting violent extremists and is part of the UK’s counter-terrorism strategy. It is the responsibility of all staff to be aware of the risks of radicalisation, and to respond appropriately by reporting to their line manager if they have any concerns.

Diversity, Equality & Inclusion
[bookmark: _Hlk176528348]It is the responsibility of every person to act in ways that support diversity, equality and Inclusion. 

Diversity, equality and Inclusion are related to the actions and responsibilities of everyone – users of services including patients, clients and carers; work colleagues; employees and people in other organisations.

· Acts in accordance with legislation, policies, procedures and good practice.
· Treats everyone with dignity and respect.
· Allows others to express their views even when different from one’s own.
· Does not discriminate or offer a poor service because of others’ differences or different viewpoints.





Our Values
It is the responsibility of every person to act in ways that support Elysium Healthcare’s KITE values:

Kindness - Always act with kindness and empathy towards service users, staff, external professionals and visitors.
[bookmark: _Int_g7gBdqTe]Integrity - Be open and honest, maintaining your integrity and supporting others to maintain theirs at all times.
Teamwork - Work harmoniously with your colleagues, support each other and encourage effective teamwork. 
Excellence - Strive for and promote excellence in everything you do, with improving the service user experience at every opportunity. 
All criteria are essential unless indicated as desirable (D).
Job Title: Information Security Compliance Officer 
Please note: Applicants must demonstrate, in their application form, that they currently use the skills outlined below or have used them previously in employment, education, training, volunteering etc.

Knowledge and Skills
Essential
· Strong knowledge of NHS DSPT, Cyber Essentials Plus, ISO 27001, and NIST CSF.
· Understanding of UK data protection obligations (Data Protection Act 2018, UK GDPR).
· Ability to conduct compliance assessments, risk reviews, and supplier and project assurance.
· Strong communication and influencing skills with both technical and non-technical stakeholders.
· Ability to assess departments and system owners against framework requirements, reporting findings to enable the Head of Cyber Security, IT Risk and Compliance to hold them to account.
· Ability to prepare audit ready evidence and support compliance reporting.
· Ability to identify how compliance requirements should be embedded into projects and change programmes.
· Ability to prepare and present compliance, assurance, and risk reporting for Executive, Risk, and Audit governance forums, and coordinate responses to audit findings through to resolution.

Desirable
· Familiarity with additional regulatory frameworks or guidance beyond the organisation's core requirements (for example ICO guidance).
· ISO 27001 Lead Auditor or Lead Implementer qualification.

Experience
Essential
· Previous experience in an information security compliance or assurance role within a large or regulated organisation.
· Experience leading NHS DSPT submissions, including managing timelines and gathering evidence from stakeholders.
· Experience leading ISO 27001 or Cyber Essentials Plus certification activity, including evidence gathering and coordination with auditors.
· Experience leading NIST CSF maturity assessments, including evidence gathering and reporting.
· Proven record of conducting information security risk assessments and compliance reviews.
· Supplier and project information security assurance.
· Experience contributing to or maintaining security policies, standards, and training content.
· Practical experience embedding compliance requirements into business projects or change programmes.
· Experience preparing reporting for senior governance forums and coordinating responses to audit findings through to resolution. 

Desirable
· Previous employment in highly regulated sectors such as healthcare, finance, or government.
Other Requirements
· Flexibility in working hours and location, as per contract.
· Ability to respond to urgent compliance or audit requirements.
· Availability to attend governance meetings, workshops, and external audit sessions as required.
· Willingness to travel occasionally for external audits, regulatory meetings, or training.
· Commitment to maintain professional development in information security compliance frameworks and regulatory obligations.




This Job Description and Person Specification reflect the duties of the post as they exist at this time and may be subject to changed based on the needs of the department programme. The post-holder may be required, from time to time, to undertake other duties commensurate with the salary and job role requirements.

Pre-employment checks will be required for the role.
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